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Foreword

Information handling and management are becoming ever more
comprehensive and complex. The rapid pace of development in
information technology allows for new and improved forms of
information management, which in turn increase the quality of
many services.

At the same time, technological development makes society more
vulnerable to interruptions. Ever higher demands are made on the
secure management of the growing volume of information about
private individuals. Identifying and managing the risks that we face
are challenges requiring joint action by all stakeholders in society.

Swedish Civil Contingencies Agency, MSB, is commissioned to support
and coordinates information security efforts in Sweden, and with

analyzing and assessing developments in the area. This work includes
providing advice and support, of which the present report is a part.

Stockholm, 10 January 2013

/;%5%/

Richard Oehme
Head of the Information Assurance Section






Summary

The present report provides an overall picture of the situation in the
information and cyber-security area. It also provides an assessment of
which areas are of particularly important to highlight. The content

has been compiled on the basis of the analysis carried out at Swedish
Civil Contingencies Agency, MSB, principally on developments during
2011 and 2012.

The developments described in the report paint a relatively mixed picture
of the current situation in the information security field. Some trends
are clear, however. Information management today is characterized by a
high rate of change. Especially the combination of growing volumes of
information, the rapid transition to centralized solutions, and increased
mobility among users leads to a changing risk scenario, for individuals
as well as organizations and society as a whole.

Social networking services are now part of everyday life for many people.
The providers of these services store and have access to large amounts
of user information and personal data, which are managed in accordance
with agreements between provider and user. There is a risk, however, that
this information is used in ways the user had not imagined.

Malicious code is a problem which has existed for some time but which to
some extent today finds new forms as a result of increasing user mobility.
Malicious code is a threat to all sectors of society, and over the past
decade various forms of it have disrupted or disabled the operations of
different stakeholders on a number of occasions.

Another challenge is crime that is more directly related to IT. This is
a global phenomenon requiring crime-fighting agencies to adopt new
methods and cooperate across borders. Businesses in the financial sector,
among others, face considerable costs due to IT-related crimes. Moreover,
the unrecorded side of this is likely to be very large.

Finally, it is possible today to see distinct risks connected with the

increased integration and linking of industrial control systems with
different communication networks and types of integrated systems.
Since such systems are used in large numbers in critical infrastructure,
e.g. electricity distribution and water supply, this is also an area with
implications for security policy.
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1. Introduction

The present report has been written to provide an accessible and comp-
rehensive picture of the situation in the information security area.
It also provides an assessment of what circumstances it is particularly
important to highlight, and which may come to require measures
primarily from the public administration side. The assessment is based
mainly on developments during 2011 and 2012.

The trend report covers both national and international trends in the
information and cyber-security area. Its contents have been compiled
on the basis of formation security analysis carried out at Swedish Civil
Contingencies Agency, MSB. Several different types of sources have been
used: basic data from open sources, MSB’s own incident monitoring,
studies initiated following incidents, public documentation and inter-
views with different stakeholders.
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2. IT developments and its consequences

Sweden is one of the world’s leading IT nations, where over 90 per cent

of the population has access to the internet." The development and use
of IT since the mid-1990s has created a number of new circumstances for
communication, storage and extraction of data, as well as new standards
and economic growth. Developments in IT have thereby created a series
of new opportunities, while at the same time entailing several challenges.

Information management grows ever more extensive and complex.
Very large amounts of data are being generated and stored today.
In 2010, worldwide creation or copying of data amounted to just over
1 ZB.? This is equivalent to almost 150 GB — or just over 200 fully used
CD-ROMs — per person in the world. The rate of increase is about 40 to
50 per cent per year.’ Technological development has made it possible
to store entire collections of documents on a small memory stick that
fits easily into your pocket.

The storage networks that make up central data storage at today’s IT
service providers can, in turn, contain the total digital information
from a large number of companies or government agencies. These devel-
opments create new possibilities, but they can also lead to undesired
effects despite the most elaborate preventive security measures. A mislaid
memory stick, for example, can turn out to contain sensitive information
about hundreds of thousands of people. A more extensive IT disruption
can lead to large volumes of data from completely different sectors of
society suddenly becoming inaccessible.

The combination of increasing amounts of information, increased
dependence on IT support in just about every sector of society, and a
global tendency towards concentration in IT operations, has altered the
risk scenario that all stakeholders have to adapt themselves to. In many
cases, the information being managed is no longer even available on
paper. Today the lion’s share of information management is digital.
As recently as at the turn of the millennium, most of it was still analogue.*
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Add to this the fact that an ever growing share of the information is
not sourced or processed locally. It comes from outside — or is stored at
another location. Communication therefore also has a central role in
our everyday lives, with the internet as its main channel. Functioning
communications and IT support have become prerequisites for working
ATMs and open shops. A part of society’s communications furthermore
needs to be protected against eavesdropping or corruption, which requires
special measures.

Last but not least, IT development is closely linked to our dependence
on electricity. Protection against and plans for dealing with power
disruptions and outages therefore become an important part of the
daily management of IT and data security.
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3. Concentration and further
centralized IT operations

A marked change in the information management area is the current
gradual centralization of IT operations, as well as of various types of
standardized information management services.

In the public sector, this is about everything from outsourcing fairly
standardized functions such as personnel administration or travel
services to dismantling significant sections of internal IT operations
and transferring them to an external service provider.

Developments can be regarded as something of a return to the type of
central data operations that was common in the 1970s and 80s. Over the
last five or six years, technological development has led to considerable
internal centralization by means of what are known as server consolidation
and virtualization. This is now being followed by increased outsourcing.

There are many forms of outsourcing. A clear tendency is for businesses
and other organizations to discontinue development and operations of
their own systems and instead hire functions or services externally

— variously termed web services, software-as-a-service (SaaS) or more

recently, cloud services.

The fact that increasing numbers of organizations choose to outsource
their IT operations or processes and store their data using cloud services
leads unavoidably to a concentration of data management in the hands of
a few actors. The idea is typically that the economics of scale thus achie-
ved will contribute to a reduction in total client costs for IT operations.

It is possible that large-scale operations also can lead to an improvement
in information security for many stakeholders. This applies in particular
to small organizations who lack their own specialist competence, and
for whom outsourcing thus provides access to the service provider’s
greater specialist competence. There is nevertheless a risk that information
security becomes downgraded in everyday operations if explicit require-
ments for routines, controls and measures are not made already at the
procurement stage.

A high degree of centralized IT operations also imply a concentration
of risk. The Tieto incident at the end of 2011, which is described in this
report, clearly illustrates the consequences of such a concentration
in the event of an extended outage. Society’s vulnerability increases
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when large numbers of customers are simultaneously subject to an
isolated outage. In its study of the society-wide consequences of this
incident, MSB concluded that the public sector needs to have very clear
requirements regarding information security in the procurement of
IT operations.’ Kammarkollegiet, among other government agencies,
is currently involved in improving the conditions for procurement of IT
operations from an information security perspective.

As outsourcing of IT services progresses, systematic data storage is also
on the rise. Swedish government agencies, county councils and muni-
cipalities scan large numbers of documents which are then added in

digital form to systems for administration or invoicing. In the health-
care sector, large medical records systems have been built which will

soon be accessible to healthcare personnel wherever a patient requires

care. More and more types of information are kept on record for a long
time. These include credit card transactions, airline and train tickets,
what items we purchase at the supermarket, and so on.

In some cases, e.g. at government agencies, data management is governed
by clear regulatory frameworks or legislation; in other cases management
is done more freely and on the basis of contract law.

In this environment, concepts such as “data mining”® and “big data”’
have suddenly become hot topics. The art of finding and filtering the
right information becomes valuable, as does the possibility of producing
relevant information from other information (information derivatives).

Information we manage on a daily basis can be stored at other locations
in the world, and often contains connections to many different informa-
tion sources. Many of the services we use every day would stop working
without such remote access to information. So far, society has only had
time partially to adapt to this transformative characteristic of information,
i.e. the possibility of making use of relationships between separate sets

of information in increasingly sophisticated ways.

The European PSI (Public Sector Information) directive may become very
significant in this context.® The directive deals with enhancing the re-use
of public documents in electronic form. This could provide considerable
scope for improving society’s information supply, but could also imply
risks if large amounts of information are compiled and analyzed for the
purpose of surveying individuals or finding vulnerabilities in society.
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4. Increasing mobility and mobile platforms

The increase in mobile data communication is a global trend. In 2011,
more smartphones than computers were sold worldwide.® According
to one Google representative, 850,000 Android-based smart mobile
terminals were being activated every day at the beginning of 2012,
at which time the total number of activated such devices was 300 million."

As in the rest of the world, developments in Sweden in recent years
have been characterized by growing mobile information management.
The first mobility wave, which placed digital mobile phones in the
hands of a large proportion of the population in countries like Sweden
just before the turn of the millennium, is now being followed by the
rapid spread of smartphones and tablets. Over the past three to four
years, a considerable share of Swedes has gained access to such hand-
held devices for data communication. These are devices that, in addition
to voice calls and messaging, provide access to the internet and services
such as email and web communication. The increased number of smart-
phones and tablets in the world has meant that they now also constitute
an interesting target for developers of malicious code. There are several
methods for infecting these devices. One is to use popular social networking
services as channels for luring users to a website, where the user is then
deceived into installing malicious code.!

Over the last few years a considerable share of internet traffic has moved
from fixed to mobile network connections. One consequence of this is
that accessibility in radio-borne segments of mobile networks risks be-
coming reduced, at least in the short term, as a result of extensive use of
bandwidth-intensive services such as streaming video and services with
extensive signaling.

It should be emphasized, however, that the greater proportion of total
global data traffic is still transmitted via fixed connections (copper wire
and fiber-optic cable), and that this situation is expected to continue.

Developments in the area of user mobility brings a new kind of risk
exposure, when the equipment that was previously in the workplace now
increasingly accompanies the user and risks being stolen or lost. Mobile
devices, e.g. smartphones, tablets, memory sticks and similar, contain ever
larger amounts of information but often lack the type of access protection
developed for the equipment which is physically tied to the workplace.
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In a way, these developments can be likened to the change that occurred
a decade or so ago, when laptop computers became widespread and
demands began to be made for information access outside of the fixed
company networks. This is a challenge, as security measures can prove
hard to uphold in an environment with equipment over which the
information owner has no administrative control.

This weakness is becoming a problem today, as smartphones and tablets
are increasingly being used for both personal and work purposes.
Termed BYOD (“bring your own device”), this development has recently
been pinpointed as one of the trends which will strongly influence IT
over the next few years. To put it simply: when users are given access to
work-related information via their personal mobile devices, protection
of the business’ information assets will depend on how good these users
are at protecting themselves.

Allowing the use of personal smartphones for work can lead to a new
type of risk exposure for organizations, in part because many app-
lications today require a considerable level of access to the internal
functions of the device. In order to be able to use the "app”, the user
generally has to allow such access.

The issue of using smartphones for work has been widely discussed
within both government agencies and businesses over the past two years.!?

Some organizations already protect their own mobile devices with both
key locking and passwords as well as encryption and the possibility of
remotely controlling the device and deleting all of its contents. Many larger
organizations also acquire ready-made systems for the administration of
mobile devices in large user populations.*?
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5. Identity management

The possibility of certifying identity (authentication) is a fundamental
requirement in modern information management and electronic com-
munications. Technology in this area is now beginning to function in a

satisfactory way. None the less, in many contexts simple passwords or

PIN codes are still used to verify user identity or role, e.g. when logging
in to a company network, for access to email accounts etc.

Access to and management of sensitive information — e.g. for carrying
out transactions via internet banking — require better identity controls,
however. These primarily use what is known as two-factor authentication,
and are carried out with a smart card, an encryption device, or by having
a unique password sent to the user’s mobile.

Development in this area is moving ahead, and a growing number of big
organizations use two-factor authentication for logins. In some areas
of society and at some government agencies this infrastructure is well
developed. This applies to the Swedish Police, the Tax Agency and the
Social Insurance Agency, which all handle large amounts of integrity
sensitive and confidential information.

In the healthcare sector smart cards for logins, abbreviated SITHS cards,
have now been issued to nearly half a million users. This is an important
step towards safeguarding access to information in systems such as the
Nationell patientéversikt, NPO (The National Patient Overview) and the
Medical Products Register.

Some institutions have long had electronic identification (e-identification)
schemes for individual citizens, used for accessing internet banking services
and public e-services. Developments in this area — the secure identification
of individual citizens by electronic means — have been driven by the Tax
Agency, among others. This has led to the use of e-identification by a rela-
tively large share of the population. About 1.5 million people filed their tax
returns in 2012 using e-identification, for example.!* A large number also
use the self-service functions available, e.g. for managing company matters
vis-a-vis the Tax Agency and Companies Registration Office.

The Swedish Association of Local Authorities and Regions (abbreviated
SKL in Swedish) has identified 38 typical e-services that municipalities
furnish." These are all different types of notifications and applications
that a citizen may make via the municipality’s website. In a survey of
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municipalities by SKL, 82 per cent responded that they provide at least
one of the 38 e-services specified in the survey, but it is likely that many
municipalities in fact provide a large number of these services.

Still, it is clear that there are marked differences between municipalities
in terms of security requirements for the authentication of citizens.
Authentication solutions using e.g. Bank-ID are much more common in
large municipalities than in small ones. Use decreases proportionally with
municipality size. The tendency is the same for the prevalence of solutions
for identification and authentication of companies and private providers.

Estimated only 16 per cent of the country’s municipalities with fewer
than 16,000 inhabitants have introduced or are about to introduce
solutions for the identification and authentication of citizens.

The Swedish e-identification Board has been charged with promoting the

further development of electronic identification. The Board’s tasks include
supporting and coordinating the public sector’s need for secure methods
of electronic identification and signatures, and these must be regarded
as crucial requirements for the functional e-society from an information
security perspective. Efforts are based on a decentralized model for linking
together different private and public sector infra-structures for identifica-
tion, referred to as the “federation model”. It is expected that this model

will be supplemented in 2013 with a system of free choice which, even in
the short term, will open the market to new actors and service solutions.






Social networking
services and privacy



Social networking services and privacy 27

6. Social networking services and privacy

Social networking services are widely used in society. Facebook is currently
the dominant actor in the market, with more than 960 million users
worldwide.'® Today a large share of Sweden’s population uses these
services or similar ones."”

This intensive activity means that the providers of social networking
services today store and have access to large amounts of user information,
and a broad spectrum of personal data. This information is managed in
accordance with agreements between provider and user. There is a risk,
however, that this information will be used in ways the user had not
imagined, which could have negative consequences for privacy among
other things.

In order to address this issue and others, the European Commission
proposed, early in 2012, a large-scale reform of EU rules on data protection
with the aim of strengthening the protection of privacy on the internet.'
Among other things, it proposed changes to the responsibility for confor-
ming with security requirements when processing personal data.

The use of social networking services can be a challenge for the organi-
zation if, for example, public servants use social networks as private indi-
viduals in ways deemed not to be in keeping with regulatory frameworks
and established practice. A number of such cases have been observed in
recent years, e.g. when healthcare staff commented on or posted images
of patients, or when a policeman wrote about an ongoing preliminary
investigation on his blog. Existing regulatory frameworks such as the

Public Access to Information and Secrecy Act, the provisions on libel in

the Swedish Penal Code, and the Health and Medical Services Act can
be applied to what and how a person may express themselves in social

networking services. Additionally, the Data Inspection Board has provided
guidelines both by means of general recommendations and in opinions

on specific cases.

The big global providers of social networking services can, in certain
situations, play a very important role as conveyors of information between
individuals and organizations. For example, over the past year several
municipalities have used services like Facebook and Twitter to com-
municate with their citizens on occasions when their own websites or
telephone exchanges were not working. A large number of companies and
government agencies also use Facebook as a complement to their website
in order to communicate their messages to their respective target groups.’®
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In most cases it is a matter of an individual voluntarily using social
networking services in his/her contacts with government agencies.
The situation, although, changes, when a company or government
agency makes services of this kind compulsory. These might be customer
service functions or citizens’ portals where, for example, users are urged
to provide their personal data in order to receive better service in the
healthcare sector. These cases require special consideration.

Privacy is also greatly affected by the growing concentration of perso-
nal data in government agencies’ and companies’ IT systems. Several
countries have already passed laws about compulsory and public re-
porting of “data breaches”, and have in some cases criminalized the
subsequent spreading of data.?® Over the last few years there have been
reports of breaches involving large amounts of personal data in countries
including the US?, the UK??, Israel?® and Greece?. In Sweden in 2012,
a case of data theft from a government agency subcontractor was investi-
gated on the suspicion that large amounts of sensitive data from a popula-
tion register had fallen into the wrong hands.?

The vast extent of computerized information exchange throughout society,
not least within and between central government agencies and in the
healthcare sector, has added to the increase in outsourcing of IT operations,
which means that the risk of uncontrolled spreading of information is
likely to remain high in the coming years.






Security in industrial
control system and
embedded systems



Security in industrial control system and embedded systems 31

7. Security in industrial control systems
and embedded systems

Data security is an area of concern not only for government agencies,
businesses and other organizations that administrate large amounts
of stored data, transaction systems, business systems or administrative
processing systems. Over the past decade there has been increasing
interest in data security-related risks connected with technology
infrastructure and data management that directly affect e.g. traffic
control, industrial production and electricity distribution. This is an
area which has been collectively termed industrial data and control
systems?¢, or in some contexts SCADA systems.?’

Such control systems are today present in larger technology infrastruc-
tures, where they e.g. control the transmission of electrical power,
railway signaling and the regulation of our homes’ central heating.

The vulnerability of industrial control systems to electronic and web
attacks has long been well known among those who work with these
systems. None the less, the risk of such undesired events has grown
in recent years and will likely grow further over the coming decade.
This development is concurrent with the increasing tendency to connect
previously isolated systems or groups of systems to administrative support
systems, for instance, and thereby also directly or indirectly to the internet.

The discovery of Stuxnet in the summer of 2010 was an event which
launched a broad debate about vulnerabilities in industrial control systems.
Stuxnet was a computer worm and appears to have been a targeted attack
on control systems in an Iranian nuclear power facility. The worm became
the first public example of an advanced and well planned attack against
control systems in critical infrastructure. Stuxnet already has successors,
and as the method of attack has been studied in depth among IT security
specialists all over the world, there is reason to fear a gradual spread of
similar attacks.

In some cases, attacks on control systems have severe consequences such
as extended supply interruptions. This can be contrasted with the effects
of accessibility attacks on websites, which are often temporary in nature
and create attention rather than concrete or lasting damage.
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The increased connection of modern control systems — everything from
smaller systems for regulating household power consumption to large
hydroelectric power plants — to the internet brings vulnerabilities which
were not present previously. In Sweden we had an example of what can
happen if such a control system becomes reachable from the outside
when, at the end of 2010, someone breached security at a Swedish
property company and changed the indoor temperature for an entire
property complex.” There are similar examples from around the world.

About a year ago, it was revealed how a search engine now makes it
possible to search for known vulnerabilities in industrial control systems.
Researchers have also shown, via the same search engine, how it is
possible to identify control systems which are connected to the internet
and thereby may be vulnerable to attacks via the internet.

The reality that more and more control systems can now be accessed,
directly or indirectly, via the internet has brought about a shift in risk.
However, there are also other ways of reaching the control systems.
Several suppliers are now making it possible to access, configure and
debug systems via wireless network links (Wi-Fi or equivalent), which
increases opportunities for attacking them. Moreover, many control
systems were originally conceived to operate in complete isolation,
and have then been further developed primarily to add functionality
rather than ramp up security. This means that communication in many
cases still uses plain text and is sent via simple terminal connections.
This is a large and as yet insufficiently explored area of risks.

One area of technology which was still in its research stages only a few
years ago is that of smart power grids, in which grid links and subscriber
equipment can be read and controlled remotely. This new technology is
partly a response to the need for improved control of the very fragmented
electricity market in North America, but also in Europe in respect of
environmental concerns. The ideas, however, have been developed into
something much broader. This includes both large-scale load control and
the possibility of individual adjustments at the subscriber level — as well as,
eventually, of single electricity consumer appliances.

Today technology has been lifted straight out of laboratories, which has
led to the large-scale installation of smart electricity meters that can be
read remotely, or centrally by the electricity distributor. Such meters are
now widespread among company and private subscribers in Sweden,
and are expected to become increasingly advanced in the future.

In parallel with the development of smart grids, research is also being
done about smart cities, which involves trying to install various types of
information sources and sensors in the urban environment. This might
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be about using the possibilities of building automation in new ways,
or about connecting information systems in vehicles to street system
information and traffic control — and, of course, linking the technology
developed for an intelligent urban environment to the technology for
smart grids.

Naturally, both of these areas will need to be studied from a data security
perspective. There are still no standardized ways of communicating,
collecting and delivering information across power grids or urban
environments. But even if standards are established for this, the very
complex job remains of guaranteeing the stability of the infrastructures
involved, and ensuring that incorrect information does not lead to acci-
dents. To a large extent, these technology areas are still at the research
and development stage, which means that for stakeholders it is now
primarily a question of continuing to support the research being carried
out regarding security and stability in their application.

A related area is machine-to-machine (M2M) communication. This started
to develop before the turn of the millennium, but has only begun to receive
serious attention in the very recent past. Put simply, it is about providing
equipment that already has embedded computing power with com-
munication possibilities, e.g. to report usage, sales, operational status,
geographical position and the like to the user, supplier or to a maintenance
organization. This area, in which applications can be launched on a rela-
tively small scale, is likely to have an impact much sooner than smart
grids and smart cities, which involve and in fact are extensive infrastructures.

Security is important in M2M communication as well. If a car, a printer-
copier or a goods dispenser is equipped with a GSM module that can warn
the owner or repair services when, for example, maintenance is needed,
then there is usually also a reverse link which can be used to connect
with the appliance and possibly control or reprogram it.

This kind of technology is already being used today in alarm communi-
cation, e.g. with the security addition that when an alarm is triggered,
a fixed or movable camera image from the property in question automati-
cally comes online. Such an application obviously needs a mechanism for
preventing unauthorized connections.

Machine communication appears to be a natural next phase in the deve-
lopment of the internet. Clearly, the security concerns this brings with it
need be studied further. The examples referred to above moreover high-
light the need to look at this new technology from a legal standpoint.
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8. Malicious code and spam

Malicious code (data viruses, worms, trojans and similar) can strike
anywhere. For instance, over the past decade there have been repeated
incidents in which malicious code has disabled operations throughout
municipal administrations,. On some occasions, significant parts of the
targeted municipality’s IT support system were out of operation for a
week or more.

In 2011, 403 million variants of malicious code were created, which was

an increase of more than 40 per cent on 2010.* Trojans continue to be

ever more common, while the number of worms and viruses is today

growing smaller. In just over 60 per cent of infections by malicious code,
the code is a trojan, while viruses and worms represent just under 8 per
cent each of cases.*

Malicious code is often designed to be platform independent, and today
more and more attacks are directed against web platforms and content
management systems. One type of trojan which has become common
is ransom ware. Hardware infected by ransom ware becomes unusable
in the normal way by its owner/user until a ransom has been paid.
One municipality, Skdne in southern Sweden, suffered such an attack in
the spring of 2012.% Bank trojans are another variant of malicious code
that has become common in the past year. It attacks the communication
between the user and his/her internet bank.

The large sales increase of mobile devices has meant that smartphones
and tablets are now attractive game for attackers. The number of known
attacks grew sharply in 2012. The majority of these were directed against
the Android platform.® In contrast with the types of malicious code
directed against computers, those that infect smartphones can also be
intended to track the user’s position.

On average, just over a third of the world’s computers with an internet
connection are estimated to be infected by malicious code. That is just
under 10 percentage fewer than in 2010. China continues to be the
country with the highest rate of infection. The share of infected com-
puters there is just over 54 per cent. This share is generally lower in
Europe. In Pandalabs’ study® of the first quarter of 2012, nine out of the
ten countries with the lowest share of infected computers are European.
Japan is the only non-European country on the list, and Sweden tops
the list with less than 20 per cent of the computer population infected.
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In Sweden the national IT incident facility at MSB, CERT-SE, has developed
a service which allows users to see where in the country there are infected
computers. Around 50,000 infected IP addresses per month is normal.>*

The problem of spam is changing today. The total number of spam
messages dropped by 34 per cent in 2011, while there was an increase
in social spamming, or spamming done via social networks. From the
hitherto highest figure, in August 2010, of 92 per cent of all email
messages being spam, the share had dropped to just over 70 per cent in
November 2011.%° This reduction is regarded as being due to improved
spam filters and to the fact that crime fighting agencies have succeeded
in taking down several large botnets, in particular the world’s biggest
botnet for spam, Rustock.3¢

Instead spam has appeared in new forms on social networks such as
Facebook and Twitter, where it is referred to as social spamming.
The advantage for spammers in using social networks is that they can
spread their messages via a chain of trusted sources and in an envi-
ronment where the inclination for recipients to act in line with the
perpetrator wants, increases.

Software vulnerabilities have become a strategic resource today. Pre-
viously unknown and unaddressed vulnerabilities (zero-day vulnera-
bilities) can now be produced by automation and on an industrial scale.
That means the possibilities of making money from them increase,
which in turn means that idealists and “amateur researchers” in the
area are replaced by professional players with bigger resources and
the intention of selling the vulnerabilities. Previously it was common
practice to inform the manufacturer about vulnerability first, and give
them the opportunity to correct it before the information was made
public. The trend now, instead, is for vulnerabilities to be kept secret
and be sold to clients with a criminal, commercial or security policy
interest in having “private” back doors into an IT system. The once-
extensive information exchange within the IT security community
has already begun to diminish, to the detriment of those involved in
building protection, analyzing and producing threat scenarios. The upshot
is an “arms race” which it will become increasingly difficult to protect
oneself against. Developments are expected to continue in this direction.
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9. IT-related crime

IT-related crime is a global phenomenon today. It is a challenge to both
the state and to companies in sectors such as finance, whose costs can be
severe. Traditional crime-fighting agencies around the world have had a
difficult time learning to deal with growing IT-related crime. This has
several causes, including differences in the burden of proof, nationally
applicable legislation, and organizational structures.

An interesting consequence of this is that Microsoft today has its own
“cybercrime unit” which works to support crime-fighting in the area.
This unit is primarily focused on fighting malicious code and the abuse
of children. Microsoft’s IT crime unit has participated in taking down
some botnets and bringing the criminal organizations behind them to
justice. This work has been done in close collaboration with the FBI and
the American courts, among other institutions. During an intervention
at the end of March 2012, when a number of Zeus* botnets were taken
down, Microsoft was also physically present and took part in the seizure.>

Even if most actors view the final outcome as positive, it seems reasonable
to ask whether it is appropriate for private businesses to act as if they
were a part of the justice system.

IT-related crime continues to make headlines, but at the same time it is
difficult to give any definite answers about its overall scope and its actual
costs to society. BAE Detica estimated that the cost of IT-related crime in
the UK in 2010 was GBP 29 billion*, Symantec calculated the global cost
of copyright crime in 2011 at USD 250 billion, and the director of the US
National Security Agency (NSA), Keith Alexander, claimed in 2011 that
the global cost of IT-related crime is USD 1,000 billion annually.*

The British Ministry of Defence, expressing a certain scepticism about
these estimates, appointed a research team from Cambridge University
the task of analyzing the costs of IT-related crime. Its report, published in
the summer of 2012, provides no unequivocal answer, instead highligh-
ting the difficulties of categorizing and estimating the costs of IT-related
crime.*! These include the fact that the hidden numbers are considerable,
that the costs of copyright crime are very hard to compute, and that it is
unclear to what extent traditional crime should now be categorized as IT
crime solely because it has “moved online”.
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The report does, however, point to the fact that the overwhelming majority
of the costs come from what is known as traditional crime, in particular
traditional crime that is now perpetrated with the help of IT. The first
category includes the costs of various forms of card fraud, while the second
includes tax fraud. Genuine IT-related crime — including different types
of internet banking scams, phishing attacks, the use of malicious code
and false anti-virus software — makes up a much smaller part of the
cost, according to the report. The cost of copyright crime is not dealt
with in the report.

The number of reported IT crimes in Sweden is growing. Preliminary figu-
res from the Swedish National Council for Crime Prevention (BRA) indicate
that 3,593 computer intrusions and 41 instances of data sabotage (as defi-
ned in Chapter 4, Section 9c of the Swedish Penal Code [1962:700]) were
reported in 2011. That is an increase of 52 per cent on the previous year.

A comparison can be made with the situation in Norway, where a “hidden
numbers study” in 2012%> showed that in 2011 there were only 361 reported
cases of computer intrusion, fraud, abuse of IT resources, information
theft and the spreading of copyrighted material, while the true number
of crimes of these kinds was estimated at almost 45,000.

Computer intrusions have also changed in character. Whereas they used
to be mostly intrusions by employees at hospitals and the police, in the
form of unauthorized consultations of records and registers, they now
also include a growing number of reported intrusions against private
individuals, e.g. in the form of hijacked email and Facebook accounts.*

It is also clear that IT developments in recent years have given the police
in Sweden as well as in other countries a series of new tasks. Crimes such
as computer intrusion, network fraud and internet libel require new
investigation methods. Furthermore, criminal investigations today
require the content analysis of vast amounts of IT hardware. This is a
constantly growing workload, as the volume of data to be scrutinized
grows and as certain categories of criminals use ever more advanced
methods to conceal their activity.

In order to maintain the public’s confidence in the justice system in this
new criminal landscape, it is necessary for the entire crime investigating
part of the legal chain to have access to the specialist competence and re-
sources required. The frequently international character of these crimes
furthermore means that greater international cooperation is needed in
crime fighting. In this connection, however, important initiatives were
taken in 2011 and 2012 at the European level, e.g. by setting up a special
joint EU body for IT-related crime fighting (EC3) at Europol.
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10. Examples of specific events

10.1 Certificate problems for SSL

The SSL security mechanism is used to encrypt communication between
users and, for example, banking services, government agencies or online
shops. SSL is thus an important component of security and basis for trust
in e-commerce and other online transactions. Certificate issuers for SSL,
and SSL itself, were subject to a series of different attacks in 2011. During
the summer of 2011 it emerged that root certificates of the Dutch certifi-
cate authority DigiNotar had been compromised as a result of an intrusion,
which in turn was due to inadequate routines and security awareness.

The intrusion was discovered after a user in Iran spotted an error when
connecting to a Google service. It then turned out that a large number
of internet domains had been affected by someone issuing false certifi-
cates in DigiNotar’s name. These included well-known domains such as
Google, yahoo and Skype (.com), as well as the web domains of several
intelligence services.

DigiNotar issued certificates commercially, but was also responsible
for issuing government agency certificates in the Netherlands. The IT
intrusion therefore meant that Dutch government agencies’ websites
could no longer be trusted. The Dutch state chose not to revoke the
certificates, in part because that could have caused unnecessary disrup-
tions to certain services. The incident led to DigiNotar’s bankruptcy
and the subsequent takeover of the company by the Dutch state. The
DigiNotar intrusion was perhaps the most publicized incident involving
certificate authorities and SSL in 2011, but an attack also occurred on a
partner of the certificate authorities Comodo and GlobalSign. At a security
conference in September, two researchers demonstrated how their “con-
cept tool”, nicknamed BEAST (Browser Exploit Against SSL/TLS), made it
possible to exploit vulnerabilities in the encryption used by SSL/TLS.*

Observations

It has long been known that the technology used to issue website certifi-
cates is sensitive. There are today just over 600 different companies that
act as central certificate authorities, and there are risks associated with
such a great diversity of certificates. Many experts already regard the
Public key infrastructure (PKI) structure that is used as unreliable, as well
as a dead end. If further false website certificates were to begin circulating
in the near future, this would eventually reduce confidence in the data
integrity of a large number of web services around the world that rely
on SSL. Solutions are being devised, however. One of these is to transport
certificates via the DNS domain system, a method in the process of being
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standardized by the DNS-based Authentication of Named Entities, (DANE)
working group at the Internet Engineering Task Force (IETF), a leading
internet standardization body.

10.2 RSA - insecure security tokens
In mid-March 2011, the RSA security company wrote an open letter
to its customers informing them that the company had been subject
to a sophisticated IT attack. There was a risk that information which
could potentially affect the security of RSA’s product SecurID — used in
authentication tokens for secure logins, for example — had been leaked
from the company.* In particular the formulation that “some information
is specifically related to RSA SecurID two-factor authentication products”#®
led to speculation about the magnitude of the intrusion.

RSA SecurID is a common security product with more than 30,000 custo-
mers around the world, a number of which in Sweden. The company’s
authentication tokens are frequently used in systems with stringent
requirements for secure logins, or for users with extensive rights within a
company network, e.g. network and system administrators.

The attack was carried out by means of a phishing email with the subject
“2011 Recruitment Plan”, sent to two different groups of employees.*’
When an employee subsequently clicked on the attached Excel sheet,
a backdoor was installed. The attacker then installed an administration
tool which enabled the remote control of machines and access to servers
in RSA’s network.

In order to compromise an RSA SecurID unit, an attacker needs to have
access to information about the authentication token, user information
and the victim’s PIN codes. If the attacker does not have direct physical
access to the token, he/she instead needs access to the information that
is used to generate keys. One of the many questions that circulated in
blogs and articles, and which remained unanswered, was whether the
attacker had managed to steal this information during the attack.

In June 2011, RSA offered free security surveillance to all of its customers,
or the replacement of all tokens.

Observations

The RSA intrusion is interesting in several ways. Not least, it demon-
strates that targeted attacks and the method of duping users with
appealing messages can succeed even in environments where extra



Examples of specific events 45

caution would be expected to prevail — such as in a security company.
The attack also shows that IT attacks can affect an entire technological
niche. Many of RSA’s customers hurriedly had to work out supplemen-
tary or alternative login mechanisms when it emerged that one of the
security industry’s most established companies had got into trouble.
Moreover, in many cases those affected turned out to be holders of key
positions in their respective organisations.

10.3 Developments after Stuxnet

The big IT security incident in 2010 was Stuxnet, an advanced piece of
malicious code which is assumed to have been developed with the goal
of attacking industrial control systems in Iran.*® Stuxnet was discovered
during the summer of 2010 and led to intensive technical analysis and
several reports from actors in the security industry over the following
six months. The code is often described as an eye-opener in terms of
what can actually be done, and particularly in relation to attacks on
critical infrastructure, the industry began to refer to IT attacks and
malicious code before and after Stuxnet. Among IT security experts
there was speculation about what type of copycats and followers
Stuxnet would have.

About a year later, in October 2011, a new piece of malicious code was
discovered by a Hungarian research lab, and named Duqu. It contained
elements that were almost identical to Stuxnet, which led many to assume
that the developers behind Duqu had had access to the source code for
Stuxnet. The aim of Duqu appeared to be quite different, however. While
Stuxnet was self-replicating and carried a payload with which to attack
carefully defined hardware, Duqu seemed designed to collect intelligence
about what was assumed to be an unknown industrial control system.
The discovery of Duqu reignited speculation about Stuxnet’s aftermath.

Just over six months on, in May 2012, it happened again. Another piece
of malicious code was discovered which appeared designed to collect
information and which shared certain code segments with Stuxnet. It was
denominated Flame, and differed in that it was much bigger than both
Stuxnet and Duqu. Flame moreover spread in a new way: by posing as the
updater for Windows.

A short time after the discovery of Flame, in June 2012, yet another
piece of malicious code with similar characteristics appeared. It was
christened Gauss. The most notable change was that Gauss contained
encrypted parts, which has made analyzing the code more difficult.
As aresult, the aim of Gauss and how it was intended to work has not
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yet been fully established. It also stole banking data and login data for
social networks. The latter theft could indicate that the technology has
now spread from actors with security policy motives to criminal ones.
On the other hand Gauss spread mainly in the Middle East,* which
could be interpreted as an indication that its purpose remains related to
security policy.

Observations

The discovery of Stuxnet meant that the IT industry and the world as
a whole were thoroughly awakened, during the autumn of 2010, to the
reality that targeted threats against industrial control systems were not
a possible development but a clear and present risk. The copycats and
followers over the years that followed confirmed this picture. What these
attacks have in common is that they were more or less targeted against
specific system environments or geographical areas. The attacker also
applied measures to prevent discovery of the malicious code, and in
some cases to make analysis more difficult.

The concerns that attack methods and distribution mechanisms could be
copied and thus contribute to the spread of similar attacks must today

be regarded as having been confirmed. There is therefore reason to fear a
continued spread of similar iterations of attack code. The size and com-
plexity required, however, amount to a threshold level which may make
it hard for smaller actors or single individuals to develop such code.

Stuxnet as well as its followers were detected during or after the spreading
phase, at which point the code had been operative for varying lengths of
time. Bearing in mind that the complexity of the code also required exten-
sive underlying program development, it would be reasonable to assume
that the projects had been initiated a long time before the malicious code
was discovered.

A further characteristic of IT systems built to control physical processes
is that the closer one gets to the control system environment itself,
the fewer programming tools there are for detecting attacks or removing
malicious code, for example.

While the anti-virus companies and other actors in the IT security industry
have certainly drawn attention to this new family of risks, the supply of

protective methods and tools still lags behind when compared with the

personal computer environment.
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10.4 Different forms of net activism

Over the last few years it has been made clear in several parts of the
world how the internet can be used for new types of opinion making
and net-based activism. For example, news about demonstrations and
protests against authoritarian regimes can be spread via the internet
the moment they happen. People can communicate and be mobilized
quickly. Events during the Arab Spring of 2011 constitute some of the
best examples of how the internet enables rapid news reporting under
difficult conditions, a freer exchange of opinions, and how it in some
places has facilitated the development of democracy.

However, net activism takes on different forms. The phenomenon of
hacktivism, which involves computer intrusions and outright blocking
attacks, has become a manifest feature of today’s global internet environ-
ment. Critical infrastructure in Sweden has been subject to hacktivism on
several occasions.

The threshold for participating in these actions has also been considerably
lowered. Whereas fairly advanced knowledge used to be required to carry
out attacks, today pre-packaged attack tools are available that just about
anyone with an internet connection can use. Sometimes these tools are
even delivered pre-configured to attack named targets.

Over the past two years, the loosely connected net activism movement
Anonymous has repeatedly mobilized support for activities which have
led, for example, to blocking attacks and the unsolicited publication of
large amounts of information about or from the attacked party (what
is known as “doxing”). Like several other net activism movements,
Anonymous also played a small part in the Arab Spring by carrying out
various types of net actions against the regimes in the countries where
riots had broken out.

At around that time, however, the Anonymous movement broke up.
Having previously been capable of mobilizing extensive support for
a small number of large campaigns, it now splintered into countless
groups and activities. Today the once fairly consolidated “non-movement”
(anyone can become associated with Anonymous; the name itself
represents a mass of nameless individuals on the move) appears not to
have the same broad mobilization capacity as before. This may to some
extent be connected with the fact that a number of identified activists
have been prosecuted in the US, UK and Netherlands.
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One of the biggest and most long-lived campaigns has been the one in
support of Wikileaks and its founder, Julian Assange. The Swedish justice
system was the target of that campaign in the late autumn of 2010,
when Assange became a suspect in a Swedish criminal investigation.

Observations

From a society perspective, blocking attacks against government autho-
rities and symbolically important stakeholders must be regarded as a
recurring phenomenon which will probably become more frequent and
extensive in the coming years. As recently as in early September 2012,
for example, several blocking attacks were directed against Swedish govern-
ment agencies, coinciding with a net activity in support of Julian Assange.

So far, the actions of net activists have usually caused limited damage.
Consequences have been temporary inaccessibility of the victim’s website
and the accompanying damage to credibility. Over the last few years, the
threshold for being able to carry out a blocking attack has also been
lowered. Handling these tools no longer requires expert knowledge, and
they are becoming increasingly widespread. These factors will make

it possible for increasing numbers of individuals to stage this kind of

protest attacks.

10.5 The Tieto incident
One of Sweden’s major technical IT incidents in recent years occurred at
the end of November 2011. A storage system at Tieto, an IT operations
service provider, broke down, affecting around 50 customers including
several municipalities and state-owned companies. This was not an
antagonistic attack, but an operational disruption with technical causes.
The consequences, however, were considerable. Among other things,
prescription processing was halted for several days at numerous
pharmacies around the country, and the Swedish Motor Vehicle Inspec-
tion Company suffered a complete stoppage of its production systems for
close to a week. Two municipalities in the Stockholm region had extensive
disruptions to their IT support which took several weeks to remedy, and
a number of other municipalities around the country had problems with
individual services.

Observations

In February 2012, MSB published a report about the incident*® which
notes, among other things, that the ongoing concentration of IT opera-
tions to a small number of large service providers increases the risk of
this kind of incident happening. When a technical error occurs it can
suddenly affect different sectors of society at the same time. The course
of events during an incident of this kind is rapid — and it becomes
increasingly difficult to get an overview of the consequences.
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From a crisis management perspective it proved difficult during the
Tieto incident to achieve a satisfactory picture of the situation, and to gain
an overview of all the consequences of the event. This was partly because
information about the service provider’s customers and their operational
status was handled with customary business secrecy, and partly because
some of Tieto’s customers appear to have been companies which in turn
provided net-based services to other organizations.
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11. Overall conclusions and assessment

The developments described above paint a relatively mixed picture of the
current situation in the information and cyber-security field. Some trends
are clear, however. Information management today is characterized by a
high rate of change. Above all, it is the combination of growing volumes
of information, the rapid transition to centralized solutions and increased
mobility among users that means the risk scenario is changing, for indi-
viduals as well as organizations and society as a whole.

Information management is both extensive and complex, and its scope
grows every year. Just about all sectors of society are permeated by a

strong dependence on IT support. In addition, there is a rapid ongoing
concentration of IT operations and data storage to locations often far

removed from where the information was originally created.

Centralization of IT operations involves large-scale outsourcing and the
use of standardized services from external providers. In Sweden this is
particularly evident in healthcare and parts of public e-administration.
This large scale can contribute to improving information security for many
stakeholders, particularly among smaller organizations. There is, however,
also a risk that inadequate solutions and vaguely formulated procurement
specifications contribute to a deterioration of information security instead.
Centralization can also lead to reduced redundancy in the system, and an
increased risk of cascade effects in connection with disruptions.

When implementation is sourced outside of the organization, the require-
ments for well-conceived control and follow-up procedures have to be made
more stringent than before, which in turn requires specialist competence.
The absence of sufficiently effective control may, when the consequences
accumulate, imply increased overall risk.

A characteristic of IT use in the world today is its constantly increasing
degree of mobility. This also has consequences for information security.
A particularly sensitive issue is the fact that many types of hardware give
software of various kinds overly extensive access to the information stored.
Often both private and work-related information is managed using the
same hardware, which creates a challenge for organizations. The private
and professional roles often prove difficult to separate, and there are a
number of existing regulatory frameworks that impose requirements.
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When personal equipment is given access to the information system at
the workplace, the administrative control that previously existed often
disappears in the process. If such access is to be allowed, clear guidelines
are needed as well as an awareness of security concerns among users.

Another clear and global trend is the one towards ever more sophisticated
and large-scale data collection and analysis. The extraction of data from
the enormous volumes of information which are constantly being gene-
rated and altered in the world is something that is demanded not just by
those who collected the information, but also by others and for completely
different purposes than the original ones. Social media are an example of
areas where information is often created for one purpose but then used
for another. Government agency data is also an area where private actors
are now beginning to “mine” public information.

From a public perspective, this data analysis is not unproblematic. In the
case of government agencies’ activities, the public interest must on the
one hand be provided for, as must the possibility of further utilizing
publicly administered information for commercial purposes. On the other
hand, increased information storage and greater flow of information
between systems must not mean that protection of citizens’ personal data
is undermined. Moreover there are protection concerns which apply to
the possibilities that have been created for obtaining and analyzing, on a
large scale, detailed information about critical infrastructure for example.

In several places around the world today, the possible consequences of IT-
related disruptions to technological infrastructures are being highlighted.

In recent years several incidents have also made it clear what can happen.

Some related areas include smart grids, smart cities and machine-to-

machine communication (M2M). Further research is needed here in respect
of security aspects, as are studies into the need for new legislation.

Malicious code and spam continue to be a challenge. They are now
spreading via new, “smart” mobile devices, as the incentive for attacks
directed against these is also present. Traditional emailed spam is
decreasing, while it is increasing in social media, where messages are
spread via trusted sources. Operational disruptions and accessibility
attacks caused by malicious code which has directly or indirectly made
its way into the information systems of organizations and private indi-
viduals thus look set to continue.

Like malicious code and spam, IT-related crime is not a new phenomenon.
The costs of IT-related crime impinge on both private companies and
society as a whole through computer intrusions, information theft and
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fraud. Unfortunately it has proven difficult to get a good picture of
the scope of IT-related crime or of the real costs of it. What is perfectly
clear is that the development of IT presents crime-fighting agencies
with a major challenge.

Another major challenge is the work on security measures for various
types of industrial control systems. These systems are used to control
a series of critical infrastructures, from electricity distribution and water
supply to traffic lights, hospital equipment and logistics centers.
Antagonistic attacks on such systems can potentially cause very wide-
spread damage. This area therefore also has a security policy dimension,
which has been amply confirmed by the international cases it has been
possible to study — the prime example being Stuxnet.

A particular phenomenon that has become evident over the last few years
is a relatively widespread hacktivism, which on several occasions has
received a lot of attention but which has not caused any broader damage
from society’s perspective. There are good reasons, however, to follow
its further development closely, in order to learn above all about the
operating procedures used. As with security policy motivated net attacks,
such knowledge is a prerequisite for being able to deal with future
incidents in which, for example, activism and IT crime may be mixed
together — and where targets are no longer symbolic, with attacks
instead occurring directly against critical infrastructure.
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